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Abstract - Literature review revealed, the effective techniques to detect the virtual machines . 

In our experiments we exploit the vulnerabilities of VMware ,  VBC and SEBEK, and detect 

them using the following techniques ; Magic number  technique , virtual register sets technique  

and  interrupt description table technique . In magic table technique our program takes  the magic 

number , port number and command to execute  as inputs and output whether it is  VMware or 

VPC or is it a host machine. In IDT technique our program uses SIDT we trace the finger prints   

of virtual machine to determine its VMware or VPC .  In detection of Sebek we look for the 

finger prints  present in the memory and hijack the system call that is used by Sebek .  
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