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Abstract : Security concerns are usually seen as an obstruction to the acceptance of cloud computing
solutions. Information Flow Control (IFC) is a well understood Mandatory Access Control method. The
earliest IFC models targeted security in a centralized environment, but decentralized forms of IFC have
been designed and implemented, As a result, there is potential for decentralized IFC to achieve better
cloud security than is available today. This paper focuses on the issues related to the data security aspect
of cloud computing. As data and information will be shared with a third party, cloud computing users
want to avoid an un-trusted cloud provider. Protecting private and important information, such as credit
card details or a patient’s medical records from attackers or malicious insiders is of critical importance. In
addition, the potential for migration from a single cloud to a multi-cloud environment is examined and
research related to security issues in clouds in cloud computing is surveyed.
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