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Abstract: Time synchronization is a fundamental requirement for the wide spectrum of 

applications with wireless sensor networks (WSNs). However, most existing time 
synchronization protocols are likely to deteriorate or even to be destroyed when the WSNs 

are attacked by malicious intruders. This paper is concerned with secure time synchronization 

for WSNs under message manipulation attacks. Specifically, the theoretical analysis and 

simulation results are first provided to demonstrate that the maximum consensus based time 

synchronization (MTS) protocol would be invalid under message manipulation attacks. Then, 

a novel secured maximum consensus based time synchronization (SMTS) protocol is 

proposed to detect and invalidate message manipulation attacks. Furthermore, we proved that 

SMTS is guaranteed to converge with simultaneous compensation of both clock skew and 

offset. Extensive numerical results showed the effectiveness of our proposed protocol. 
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