o International Journal on Recent Researches In ISSN (pring) : 2347-6729

” Science, Engineering & Technology ISSN (oniine) : 2348-3105
JRRSEI (Division of Computer Science and Engineering)
A Journal Established in early 2000 as National journal and upgraded to International journal in 2013 Volume 3, Issue 5,
and is in existence for the last 10 years. It is run by Retired Professors from NIT, Trichy. May 2015.

It is an absolutely free (No processing charges, No publishing charges etc) Journal Indexed in
JIR, DIIF and SJIF. JIR IE:254

Research Paper DIIF IF : 1.46

Available online at: www.jrrset.com SIIE IE - 1.329
Chief Editor : Dr. M.Narayana Rao, Ph.D., Rtd. Professor, NIT, Trichy. o

Security Time Synchronization in Sensor Networks Using GTSP

A. Kannan?, S. Anitha Mercy Divya®
*P.G Student, Reg. No: 814613405008,
Department of Computer Science and Engineering,
Trichy Engineering College, Trichy.
®Assistant Professor,
Department of Computer Science and Engineering,
Trichy Engineering College, Trichy
#Corresponding author

Abstract: Time synchronization is a fundamental requirement for the wide spectrum of
applications with wireless sensor networks (WSNSs). However, most existing time
synchronization protocols are likely to deteriorate or even to be destroyed when the WSNs
are attacked by malicious intruders. This paper is concerned with secure time synchronization
for WSNs under message manipulation attacks. Specifically, the theoretical analysis and
simulation results are first provided to demonstrate that the maximum consensus based time
synchronization (MTS) protocol would be invalid under message manipulation attacks. Then,
a novel secured maximum consensus based time synchronization (SMTS) protocol is
proposed to detect and invalidate message manipulation attacks. Furthermore, we proved that
SMTS is guaranteed to converge with simultaneous compensation of both clock skew and
offset. Extensive numerical results showed the effectiveness of our proposed protocol.


http://www.jrrset.com/

