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Abstract — Cloud services which are fast developing has its own vulnerabilities in the recent past. This 

paper attempts to set up a secret cloud atmosphere, making obvious a cache based side channel attack and 

travel around solutions to counter offense the same. A Cloud Computing location to host the attack and 

preventing the same is set up using an release source software called OpenStack. Based on side channel in 

sequence obtained from the encryption device in addition to the attack by  any brute force is termed as side 

channel attack. The various types of side channel attacks are, acoustic cryptanalysis attack, timing attack, 

differential fault analysis, power monitoring attack,  data remanence attack and row humor attack. Timing 

attack make use of timing in revolve and extra input that are made available throughout the usual performance 

in encryption device. Power monitoring attack measures the control utilization of the cryptographic machine 

and check the association between instant power spending and secret key information. Repossession of erased 

data that are available even after more than a few effort are made to take away those is called Data remanence. 

It creates instinctive revealtion of response in order unhampered into media. A new AES algorithm proposed 

to prevent side channel attack aligned with attacker unit is Rijndael algorithm. In AES, the text which has 

been encrypted will be subjected to few rounds of encryption with the key and the same key approves the 

decryption of folder. An advanced higher performance method has been proposed to overcome the side 

channel attack. 
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